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"ﬁ-’obabili%’ elsewhe ¢ ...

¢ randomized a.lac..-im;ns [ Rabin 43601
fingerprints, input sampling, breaking Symmekry, ..
modlels : discrele -Hime Markov chains, Maikov decision process

o pcr-‘otmanu m@dc“ina [Erfan% A907 ]
emphasis on skady- stak and transient measures
models :  Conhknuous-+me Markov chains

o Shochashc condiol *hcor)r, operations research [ Betman 19577
cmphasis on finding ophtmal policics for average measurs
models :  dliscreke-hme Markov decision processes

o modelling biole gical Syskems

° .sgc,ua-il»y proto cols
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l l g anhtahve

absiract JSPtdﬁmﬁm &
m°dﬁ| “ [C} formula

\ 4
Model Checking

MEd?

Probabili shc
675\'(1'0

prob. model
e.q. Markov chain

qualiative properies: a certain Condition holds with prolaﬂbilﬂ)v A
GQuantitative propeitics :
Rower /upper bounds for probabilities [ expeckd values
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I 67skm } ‘nquinmmls
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‘ absiract ‘SPtd{imﬁm &
| modlel M | --

j, R

Model Che dcing

M=o 2

“Temporal logic =+ unambiquous , prcise measure speeifications
Hodel checking =» Complecx measures ar au%omaﬁcnll)r compuied
no expert knowledge tequird

3 exchanaina kchniques with applicahon arcas (perfoimance modelling ...)
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Tutorial: “Toimal venficahon of Stochashe s)'skms

Ou¥ine :

e Markov chains and
probabiistic compudation dree Logie

e Markov decision processes and 'PCTf

o Conhnuous-hme Maikov chains and
conhnuous Sstochashe losic



“Fobabilishe model che ‘king so far

o ‘erminadton of probabilistic programs Hart, Shanr, Thuh 1983
o Gualitative Linear +me properies Vard:, Wolper A€
for discrele -tme Markov modlels Courcoubetis / Yannakakis 19&¢€
o probabiliskic computaton hec Logic Hansson, Jonsson A93
for discrede -tme Morkov models ®ianco, de Alfaro  AT5
e conhnuous stochashe .Qogic Aziz, Sonwal, Singhal, Brayton 3¢
for conhnuous -time Mailkov chains Raier, Katoen Hermanns 4999
® ‘PWBQHHSHC Hmed automata ,\fenscn A996, WKwiatkoweka ¢ al '00
“Tools : )

C

PRISM  ETMCC, VESPA, YMER, APNN Teolbox,
“Twolowers, RAPTURE, LIQUOR,
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Discede -tme (o1 Hime- abstact) Markov d'lain_s' :

"4mr15i+ion srskms with Pmbabili’cics for the Successor staks 2

M =(Ss 7P AP, L) <+ inihel distribution /state

whee o S set of staks C(here @ inike)
e P: &Sx8S —[0,4] kansiton probability malnx

s.t. > P(s,s) = 4
$'eS

» AP st of atomic propositions
i e = ad® labcllina funchon

A (message- Ea@ z

L2 {4yl A
(St @,,%_WDQ
L.Cdclivmd) { deliverrd }

A
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'ﬁobabilii)v mecasure of @& Maikov chain

M= (S, P AP LT, )

\ )
inihal disiibudion TS — L0, 4]

probabilily measure for sets of infinike paths:

« consider the G- algebra generoaked by the cylinder scts
Als,,..Sq) = set of infinike paths S, ..., Sn,Sniq, Snaz, -
finite path

° probabilﬂy measure is given '27:

B Alnsd ) = W) TT Plsiy,s:)
—— :l_'_l'_\v__ﬁ_____,;

pmbabit.‘47 for pmbab}lil)/ £ the
I inihal sta¥t S, finike Pﬁ*h So, --¢Sn

=




4 4

Eﬁxmunrﬂc

q##,,ff(;jchvcmq£>

£os}

"P,."( delivered will be rcached within dhe next 5 5lrps")
= T:l( Stark -k)r Oeliveed ) & -R'H( Stat -H)v Lost {?’ Aetivered] )

= 0.9 + 002#0.99 = 0 999¢

"R“( " Aclivered Wil be wached cvcn'l-uallr' )

Z ;2 ( Start 4y ( Aost «l-r) ddt\?acd )
N0 4 7

= 2_ 002" x 0.9¢ = 4
nzo



“Fundamental propc:-ly ol finke Markov chains:

Alm o) surely a botom skiengly conneckedl component ¢ BSCC)
wil be wached and all its staks visikd mfinifely offen.

"Ft"{ $6S:S3... | Ji20 AB®scc C sit.
o0 :
VJ;.i.:.;ieC A VYseC 34‘.5.‘=s}=4

| . ﬁ e BSCCs
'

% f.arb}-HaI] non - 2o pmbmb}!iﬁfsﬁm all f’dafﬁ)
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PCTL* (prob. computat on Hee Aogir,) [ Hansson /Jonsson '3y |

7 aﬁormc
Stake formulac: kEmPos’ e where

™ . ?
b v= dwe|a|-b| diady| T lee) an::f:EO.‘ij}

peth formulac:
¢ = @] e | emace | X | U

l

* probabilisic operator T () weplaus the CTL-quantifiers 3, V

»  Speeifics Lower or upper Probabili? bounds for the evend
given by path- formula <=

+ quallative pioperhies : "'r})o(cg) , ML (%)

» Quantiative properties + T <os(qn) ’ 'P..;o'“(q-)



PcTL*

| stak formulac :

d) ne e I o, ' ¢ | 4’4"‘4’& I -P"';P(cﬁ) I
path formulac

e = @ |nce | Ay | Xr | U

G‘\ ex4 f:':“a’rc@

Xea oO—e 0 -0—0—0—0—+ ..

o ub .___,__._,,. ..... LO ;-e h-.O-—h-

Ob = e ¥b O —0 0@ -0 -0 ..
Ca = "$~a o 0 -0 -0 -0 -0 -

vk ¥




POVLY:
Inkrprtation of the stak formula over the staks of a Haikov chain

v

S k= Hue

S E a i ae L(s)

sk-d W sk

sEdAb. # skEd ond sk,
s k=R, () M ®'(s, =) > P

probabili+7 mcasure of the set of paths &
St. T =<
uniquc s&arﬁns Stade

when § is viewed as the
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PCTL" (probabilishc  computaron Hee 20gic)

Stak formulac
¢ N "\'\Acl £} l - ¢ I ¢4A¢d | ?'?_P( <) | -Rﬁp(q:)
PG\“'I formulac

! 1
(—M o mm@

dnkerpretation of the poth formulac :
let © = S,8,85 ... be an infinite path,

Sk ¢ ift Se b= &
G k= X< it sSis3s; ... ET

G'Fcﬁtucq: ;ﬂ' 3i> 0 st 's'si-u #cﬁ
and VOSJ(I ~SS. hq"
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Exomples  for PCTLY- specifications:

communication protocol:
<O 004( O error )

Po, ( O(4y to.send —» ?ao.a( X delivered) ) )

L ( o hy-to. send — “1stard U delivered )

Reader _sdeckion protocol for n prausses in o tng [ Jai, Rodkh ]
each process chooses a mndom rumber n {4,., &} as id.

all ids aw srnchrmousbv passcel around e ring.
if thew is a unique id then clect the process with the max. unique id,

otherwise repeal

Pro, (O Acader. elecled ) | _l" ( V X' deader. clected )

<n
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“PCTL* model chcc&ina :

Markov chain ™M

with inihal stake s,

\

 Yes

Jdea : recursively compuke Sat( ) = {s: sk ¢}

PCTL" stak
formula ¢

4

model checking :
(%PMHPJ

NO

for all sub-stak formulaec P of ¢ ond

check whether s, € Sat( @)
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Recursive _computation of the satisfactor sets Sat(... )

Sot(duc) = S (stak spac of M)

Sotla) = {seS: aelLls) }
Satl=d) = S\ Sald)

S, A d) = Sald,) n Sal dy)
Sa(®, () = {seS - BYs, ) > p )

£

o =
special case: - = O @

Compuke X =?"(s,<)4:) by

esolving a Aincer cquation Syskm
N : L




PDice example [ Knuth 49907

Simulatng a dice by Qa coin
¢t | unrachable




Compuhna Rg = P ( s, OT) for TE S

Skp 4: Compuk S° and S* b)f means of graph algorithms
S° = { s: T is not reachable fiom s }
= { s : S%is not wachable fiom s }

Skp C: compuk X for stS? 57 solving the Lincar equ. syskm:
= Z_Pls,s)- %, + Z_ Plss)

s'¢s’ s'eS™ \

X =Ax + b
Stade Spad S qiﬁ

. X = A (I;A)X =b

non- s‘mcaul ar




1397

TV L
Subloqic of PCTL* where on!, Path foimulae of the foun

X® and &, U ®, arc allovied (with stake formulac @, ¢,,,¢~e)

model checking :
e rccursive computation of Sat(.) for al sub- stake formulac

e heatment of 'P (XlP)'

Compute R = Z2_ Ps,s)
s'Ey

e Hcatment of -R?P( ¢, U ¢e
- compuk S® = {s: Sk b, U b}
and S' = {s: ¢,ud, holds with prob. 4 &r s ]

com plntH;:

of poly(imi, 11 )

— Solve the Ztinear cquation syskm

Z. P(s s'): X +E'P(s s') for .SeS!
s'eS* Skds
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*
. "FFSP( <)

!_L'I'I:- fomula ¢! l

= here :  with
Compuke X = ®'(s <) Clelerminiskic

' at
chin {S  xg <p Robin automata

PcTL* poth fomula ~~e  LTL- formula

57 replacing each max. stak - subformula with a new otomic prop.

cq. Q(aUTR (30k) A XT,.(xac)) ~» O(alld A Xe)



Wekeiminishe Kabin awtr nata (DRA) :

VEhy

=(Q,Z ¢, q,, Acc )

¢« @ finike stale space

* Qo nihal stale

2— alphabel

d: @xZ_ —» @ chdermmnistic Hansiton relakon

o acceplance condibon Acc = “\Q& (oa-L; A oduY;)
: (wWhere L;'u; & Q)

accepkd  lanquage
L(A) = { SeZ=%: the un for & in A fulfills Ace }

. . Acc = Q0 =g, A QO q,

Accephed Aanquage : (A+B)*AY




“Fundamental wsult
- Jor each LTL- formula ¢ dhere exists a DRA A with
the alphaba Z = @47 st. | Al = O( @expl 15¢1)) and

LA = { veZ?: =}

Examples : AP = {a,b}

%fﬂg“—"b‘@ ace. concition: OO " 90 A OO 9,

T =avb
o O LTL formula O Q(aanb)
“avb aAb
b o acc, condihon : - A Q0
= Lk . condibon: Q4 OQo
O bA=A O
' LTL fomula QO(a— O(ba-a))
1a <bva

[{7. 44

A Q0 a




Markov chain M |dc+. Rabin awtomaton A I
\ / for LTL- formula <

produd Markov chain |
Mx A

tun for © in A

Pa“\E'm |
$o'— . _._ . 9o
l “<s.,=|4>~~~~=_._ﬁl‘l'“”
‘T‘I s o A R <Sqlqa>=~ % ? L(Sy)
Se —- - l Hﬂﬁwqeu
| T T<sa,qad- - _ _ | s
: l TR acceptance cond.

e g -
*
(Qu-L; A OQUW;) )

s e) = R <80,90, Y

! A¢i gk

= "ﬂ-“"‘"( ${se, G0 Y, O acc. botemn SCC )
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Polynmid‘ Product- Narkov chain M = M x A

Markov chain ™M

PCTL* fomula 'RSP(G?-)

:
[Lr - formuta <]

l " Cexp in |5

| detominishie Rabin aulomadon A I

v

in ™1, lal compule the accepting botom
skongly conncckel components (ASCC)

compute X _ = B(S ¢ Ascc)

l

L vedanrmy {s: for 3:(.5.3““_‘) we hove xg .SP} ~
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Markov weward model

Markov chain wih a rewiard funchon that assigns a fixed

reward r(s) 40 ecach stak (tha! will be eamned wWhenever \fisiﬁn%* s )

exknsion of PCTL* by a wward Operator R ()
Sk R, (§) iff the expeckel accumulaked reward
on paths fiom S 4o a P-stak is Kr

Example: R 55( Acader. elechked )
“dhe average number of rounds of a Leader election protocol is £ 5 "

modlel checking :  Compute +he expeckd accumulated rewards by

solving the lincar cqual-ion s);skrn:

%g =) + I Pls, @l ug  # SHD
and X =0 for s =&
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“Tutorial: Formal venf cation of stochashe Systems

Ouitine :

&
e Markov chains and PCTL

%
e Markov decision proussces and PCTL

e conhnuous-hme Maikov chains and
conknuous Stochaske bgic



Maikov decision processc s (MDP) :

« exknd Markov chains |:>7 nondelerminism
« needed for modcllnna a.s)mchronous distibuted .?skrns
lay mkrlcamng

Process 4
{osses a coin

process e
085S A CON

o also nceded for abshackion purposes
and representing the inkerface with an unpredictable

environment (c.q. human user )



=

Markov decision Poass  (MDP):
M=(S Ad, P AP L) + inikal stak /dlistibution

« S finik stek space

o Ack tinike Scb of achons

e P: SxAcdd xS —» [04] Hansikon probability funchon
st. VseS VueAd: 2_ P(s x,s') € 10,4}

S'eS \
&

non-det. choice o« enabled
n s

& -— prob. choice



Rondomized mutual ex<lusion protocol -

* C concurrent prousses with 3 phases:

n, (non critical ac.’dans), LR

i (wait), €; (cntieal section)

e randomized arbilker: Jdosses a coin i both processes wait

MDP

¥asony




Randomized mutual exclusion protocol:

e *@*

" o . "
Sa(dy v dhe proussces ar never simul!ancousl); in their ¢cnhcal Scehons

Starvadion {reedom: each waiting process wil cvcn-luall)r enter s crd, sect.”
docs not hold on all paths, bul almost surfl)r

it process @ is waiting: what is the probability #at process 2
& enkrs its arfical Sechion within the nexd 3.skeps 2. dtptl‘lds



Raondomized mumal exclusion 'pro-iocoh
. Current stake

if process @ is waiting : what is the probability that process €
enkrs its crikical sechon within the next 3 Skeps ¢

for the Schedulers which cheose Process 4 in <nq, w2 )

" 'Prob. A for dhe schedulers which choose ‘Proccseﬁ in {n,, wWa )
g |



‘R-obo.\:im)r measur N HMDPs .
* wquires resolving e nondeteiminism b); schedulas

» formally: a scheduler is a funchon D: S*—» Ad st
ackon D(s,.. sp) is cnabled in stake s,

e each scheduler induces an infimke Maikov chain

e

T A
fg(/zl."‘“foo ,,,g/&\% N
K / x ?
O 3
MDP o
[
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ZFundamenial propaty  of MDTs: [Alfaro' 93]

for all schedulersD, almost surly an end component
will be cached and all \ts staks visited in-ﬁ'nilclr olien

end component :
s*iongly conneeckkd sub-HDP

(closed under prob. bmnching)




PCTL* for MDPs. [ Bionco, de Alfaro ' 951

G im due|a [doady [ 2] Rypler) | Regler)
e = ¢ I Cﬁaﬁé I "iff‘l X | G.‘:.Uc!é

Jnkrpretotion of stake formulae over the staks of @ MDP

S k= uc
s E a ¥ a e Lls)
sk bade W Skd, ond sk

i Scleels an action
s B = i sk ¢ " for oMl nike palhs
s = % P(ce') ft  for all schedulers D

-R-b{ts’e'?aihs(s? : 6"=‘P} 2P
/

G;olo. measure in J+he Markov chain induced b)r @

oL &
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PCTL* model chccking for MDPs .

« rccuisively compute the sakis{ackon sets Sat(.)
for all sub - stak formulac

o {rcatment of 'R—SP(%) :

3 .
~ compute T ™ (s,<¢) = max T {Ge?a’chs(s): 1'5]=Cr>}

max
_ . >
for all staks s

- nxlun {seS: 'ﬁ:n,‘(s,"e) ...<._P}

Sptdﬁl case : S = Od) {machabiﬂi{7 ’Pmp:rwl/)

w
compute Tmax

(s,00) 57 sohing a Lincar program

general case :

Construct & DRA for < and compute max. wachability prob.
n the product
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Maximal wachability _probabilities

e = 1 . (50T) = rn:;lx 'P-':D(S, o)

« dhe vector (%g)g o is the least solution in [ 41 of -

® = max{ ‘%'P(s,oc,s')-xs. ;o cnablcdin.s} i s¢°T

.... 2 3
o @&A X = max{%xs‘+§xse , %x53+,,.x6'_}
0 = =



hE

Haximal H.achabil:l? Probabilitics

"*.s - .P'rnau.(s, OT)

« the veetor (xg) is +he least solution in [0,47] of:

e = 4
xg = max{ Z_P(s, %)%, ot cnabledin S} if s ¢T

S

i{ SeV

and the unique solution of

xs.-.-.al

wx. =0
l.;;#

it L I sched. D st BS(s OT) = 4
it “T is not reachable fom =

X > %?{s,o{,\s'} Xg, otherwisc | o enabled in s

where % X is minimal




I MDP ™ | PCTL" path formula <+

LTL form ula- ci:'
1

determ. Rabin outomaton A

I_‘Producl'-H_ﬁ;P M x AJ

Cotcc:_ cond. of Ji)

/
"
B (8,57) = T (<s,imtd>, VY (00-L; AOOU;) )

MxA
= 'FFm i ( {s, inited, Oaccc;ahng end comp.)
f

_/’@_@mponen% C st
&t"‘l Li :,E5 A o U, #;Zj for Sorhe

)




PCTL modc! chcckmﬁ e model Chcdtina

g'raph algonthms + Imcar cquation Syskms

|Matkov chains
PTHE PSPACE - compleke

[ Vardi/ Wolper ' €6 ]

Markov decision grapl-u a'goﬁ*hms + ALincar Programs |
Process |
| TTMME C EXP - complete
[ Qurcouwoehis/ Yannakak:s '@
s L 2
Tools, e.q. :

e PRISM (?’gﬁmf‘ngham) : PCTL for MC /HD‘P&, uses MTERDDs
« LIQUOR (RBonn) : LTL  $or MC/MDPs, uses parkial order red.

o RAPTURE (Twent):  PCTL for MC/nDPs, uses abshackon /
% refinement



Tutovial : Foimal venficahon of stochaskce Syskms
Quitine :

« Markov chains and PCTL"

e« Markov dedision processes and verL®

e Conknuous -+me Markov chains
and conhnuous stochasthic oﬁﬁﬁi&
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Continuous -fme Markov chains e
e can be viewed as transition Systems with makes numbers

Example : “Mple modular redundant syskm
32 2A A

‘A = failue rate for each proassor v = foilur rake for the voler
M = rake for the repairing Hme G = rale for the total westart

in average : A failuxs /4Hime unit (for cach proassor )
=p 32 failurs /4me unit (for 3 proussors)
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Continuous -4ime Markov chains CCTMC )

M = (S R, AP L) + inikal dishibukon /stak

where + & Sstak space Chere : finike)

e R: SxS —= Ry, rede makny
- AP sd of alomic proposkons
o bt 8 —n 2 !abcﬁng funchon

Hany modiclling formalisms for CTHCS:

- stochastic Pein nels [ Volloy 32 ] |

- Stochasthe Process a‘qcbras L Herzog e}.ata, H{t(smﬁ ‘98 ]
- Stochasghe ac-h'vily nelworks EHE’)/H ¢ Sandeis '¢5

- Stochashc aulomata nelworks [Plakaun 145 7]

8w



Continuous time Markov chain =\, _ (S, R, AP, L)

R(s,s') = A ratke of the transiton s — S'

transition S—= &' is enabled i _ omat
-‘R‘Ob{ within + ime units = 4 S

Race condition: Competition between the outgeing *rans-hons from S

/ totaf rak :

‘e @ &' E(s) = SZ, R(s, s")

tansition S—=» S' is -hgkgn} & . " —Ee)t
‘ﬁ%{ within t $ime units = ;P(S;S) (A < . )

Pprob. for &awng

s Within t time |
units

+ime- absiract drans. prob.

P(s s) = RLS,SD)
_E(s)

9’



Continuous-time Matkov chain ~~» cmbed ded DTMC

‘?i@w@?

Rake manx :
0 3 0 0 4\+—&
e 0 2 0 4 |5
R=] 02 0 4 4 |—4
O 0 20 4]—3
> 0 00 0/+—2¢e
z

Trobability matnx
0 3ly 0 0 My \-~— 4
' ele (b} elg O 4is - A
P= O M2 0 M M |<— A4
0 O €3 0 M3 [<—4
A 0 0 0 O/ <4

+ime- abshact
Hansifion probabilities



Taths in a CTMC :

- t

¢ t; = Sojourn 4me in stak s,
o Stak al Hime £ 8 i vt b < bbb
o dhmcdivergence : Z— +; diverges

?oba'ﬁlﬂ) measure  foi fixed inihal dishibukon T,

o consider the G- alac‘om gencmkd by dhe Cylindu Sets

CCs ™ 6,22 ... g whee T <R, inkrvals

SOy o 4 in o * 4
= Set of paths §,—»5, =+ | —"n8p 1S % with &; e T

. -probobim]-. 7(;(.5.\-—”‘7((5“:;.4)-5 e~ EsI% gy
é‘ | 0<i<n I., |
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Elemm*av measurxs Tfor CTMCs:

o transicnt Stak probabilihies:

(s, s t) = 'H-S{Ge'h{hs= s(

T

uniquﬁ Starhn
Sitale S %

t)=s'}

1

State at Hme +

0 -Skady stake probabilities :

n(s, s')

= 2&m A(s,s',t)
4= 00

- Limd exists Jor finide CTHMCs

- i8 given 57 :

n(s, s')

(s, s')

T(s, OB) - Kyls') {

/Ska al). Staic prob.
insidle B
\E independent on starting 51_/))

if s'e ® and
B is a boem SCC

0O if &' isnot contained in a bokom SCC

o




Computing skadly

stat~_priobabilities

b7 gmph ana',sis + JQlincar equakion .s)psicm

ada.e
%(s,v) = + ' S
x(s,u) = -;-:-_ 2

(s, w) 0
n(s,s) =0

T CS’OC) = "/q-

-

.skad)) stake_prob. inside C :

Telv) = ¢ '!t"':(u)

T (v) +vrc_(u) = 4

o

=-F-'K'C(V)=e/3l WC(u).E.‘fa

N

J
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Com puting akad)r stak probabilities

e N sﬂonql;v conneckd Markov chains  (with arb‘ﬂﬁar] init . Aishibution /stad )

the vector X = ( R(s) )_“S is the unique solution of :

)

xT-Q =0 Zé_‘_‘ﬂ’(s)=4

Nh?’t & = R - diag(€) "gcncraior madrix”

/

I.e. % HA(w): Rlu,8) = T(s)- E(s) "flow belance"

¢« in arb‘rkar)y HMaikov chains:

(s, 8) =T(s,, OB) - T(8)
Py

Viewed as
S}QTHnﬂ Stak

i B is a bokomm SCC that condains s
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Generator matnixn

Let M= (S R, AP, L) be a CTMC,

e R: SxE —» 'R>° Tak Mainx
« dotal rak veckor E: S — R, ECs)-Z'R(s w)
* generator maknx QA =R~ dmg( €)

._+. e A4 0 4 ¥
eC,,O\ / 3 0 5 0 &
Relo .00 8] =@
36‘ © 0 0 9 9
3
A s -2 4 0 4
— a9,
SC.TQ ? o] 3 ¢ 5 O does not
x //q_ - 0 0 -+ O depend on
® R(s,s)
) 0 0 O W .



1%

“Transicnt_stak probabilites :

T(s,s t)

Stak at fme t

/
'Rs { G e Paths(s) : G(+) = .s'}

t
= ; g Pls,u, %) X(u, s t-x) dx

dCrlsily of +he diswibudion

| I 4
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“Transicnt stak probabikties :

t
o w(s,s, t) = Z_ { Pls,u,x)-T(u,s, t-x) dx
0
Vo tkira inkc\:iraff equahon

o The matix F(t) = ( W(s, sty ), fulfs:

LT = TR = QL) dgman Vg

diteential equations

whee Q = R - diag( E) is the gﬂ'lcl’d"ﬂ matnx

s n
o Thus: F(x) = e®t = Z (?:;)

n=o0

numenic computakion of this infinite sum s difficuts
(since the mairces Q" become non- sparse with Positive /neqative enbries

Spccial solukion for generator makices of CveMs: uniformization



Uniform zation L Z]ensen A353 |
{or computing dransicnd stake prob. in CTHCs

e the matix F(¢) = ( K(s,s' ¢) )5'5. is qiven br:
- |
(L) = 2 %ﬂ where @ generador madrix
n=0 .
* uniformizakon: modlify the CTHC by adding Self- loops

and increasing the raks of Self-loops s.t. all states have
the same dotal rade A

3 4 .
@5 . N Pl h—_t o
A 3 A=3 a 3

Zet P be the dime-absirac) prob. madix of unif(M) . “Then:

=~ _=at_(ay)" N 4,
Ft) = 2Z_e” M L2 P and P =T + 38
n=o .

¥
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Uniformi zahion :

o0
F(e) = Z2_ e~ ™ M " where P = prob. matrix

in unif (M)
e S Ui N
i . \

"Poussnn probabilidies : 'P“(s s') = probability (or
Probability for exacly n Skps rtaching s' fiom s with
Kwi‘lhim + +me units in uni((ﬂ}/ kr.m:tm:", n skps
TFor $ixcd starking stake s : Eﬁ:ﬁ:ﬂh‘;" ;‘:G“P\-

= B )/ _ ,*)e

7(('8’ ., *) - E c-zt(L“t'L.-P“(s 1)

For given € >0 : choose &k sd. ﬁ ..m.(_?_?)_ > A==€

n=o
“Then:
| 7es,e, 0 - 2o e Cilpng ]| < &

Nn=9
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Continuous stochaskc &aﬁ (CSL): [Azz Sanwd, Singhal, Brayton' 4¢ ]

| Stae formulae :

_ [Baier, Haverkoit, Hrmanns, Katoen ' 00 |

b = hue|a|d|dade | T, (0) | S, (4)

‘Pﬂ“‘l (ormulqc:
=" T XI¢ | (h‘ U=¢é -

also o&hcr Pro!a bounds, e.q., L p,<p
w (<) : ProbabiE? operator as m PCTL

S (P) : skady stak operator
asserts hounds for the prob. for @ on the "lona mn"
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Conhnuous stochashe l@ai_c_ CCsL):

Stak formulac :
¢ e Hue I ﬂ| = |¢4A¢ﬂ ‘ ??»P(‘P) I S)P(‘P) l .

path formulac :

 u= ;<I¢ | &, TIQd where T ETR% $ime -inkeival

+me - Iooundc “ime - bounded
nex} skpe untif
derived operators :
oI ¢ = Hue u: ¢ +me- bounded f‘ven-}uall)z

]

e "ﬁ-?’P( DI¢) = -ﬁ.<""‘P( QI"'I¢) Yme- bounded Ay s

o +transicnl - stak operator: R ( O=t ®)
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Examples:

S5o.el ‘t“)

dhe piob. for an acceptable fovet of Quality of Seivice achieved
in the X’on@ mn s >0€ " '

L2 Ll
-R<o..3( o full )
" 4he prob. Tor 1he Gueuc ﬁtcomiﬂ% £l Within 2 houss is <0.3
< 44 -
>0.9( B ~rcpair )
" wilk Prﬁ‘o. >0.3 no rpais Wil be fieceded in the next A4 houwrs"

W

(s 401
'R-% o ( = down U

Syosl P2 ¥ ups)Y)

" With pmb. > 0.9 a stak will be reached Jetween 5 and A0 ‘Hme umits
(Without %Diﬂa down) , wWhich guarantus the Syslkem Yo be operationat
with =2 or 3 prowssois when 4he Eyskm S in cqui&éﬁum"

=3 I
-?'f') ( o wm) Hansient - stalke PTDE_ {or the Syskm b&n% covn ot
ac +Hme point 3 s 205 e



Semantics of CSL.: Let 8 be a stak of a CTHE M,

S B duc
s E a it ae€blls)
= nd it sH b

S
s E Gady, W sk=¢, and sk,
s &= ??__P(‘f‘) it (s, ) 2 p

pm‘om'oifii#/ measure of the set 0f paths G with & =<
when s is viewed as +ne L.lrtic-ruc E*arﬁﬁﬁ stale

s E 5?",(1?) iff -!‘EQW(S'S') 2P

&kad)r stok me for @ and 5’rar‘h'ﬁ% stake S

Sovislackon set: SalP) = {s: sk b]

gl 2
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Semantics of CSL ( path formulac ) :

ld & = Sp- 25,2 .8,3,... be a pathin CTMC M,

Gk XT¢ # teT and sk G

s = ¢, uIcpe M thee ex, €+ € T sSuch that:
- B(t) = &
cG(t') = &, fral t'<t

k= Qb i thecew teT st S(t) E &
CED G # S fral teT

Recall: G(+) = stak at me ¢t in &



CSL model checking:
given: CTMC M, stk s, CSL stak formula ¢
queskion: Does s = & hold e
algonthm
o ttcursivcl, compuke Sat(.) for all subformulac of ¢
o skad)p stake operator S;P(dﬂ;

~ compule the sl-md); state probabilitics X(s,s')
- Jor all staks s compuk

n(s, ) = Z_ (s, )
s'Eé
- vhuin { s : (s, P) ?-p}

» Pﬁbﬂbinly OPC ra¥or eve
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CSL _model checking : ProbaH'iy operatr- 'H—NP(‘P)

- Gualidakive Propertics : gmph annl’si.s as in CTL/ PCTL ,e. q-,
SE R (XT¢) ¢ sk Ix

(f T +2)
sk T ( ¢,uz¢a) # sk 3 dud,

= Quankiahkve piopertics prob. bounel 'ij where pGJO,AE
» observaton: T ( XTP) = -ﬂ"‘“P( )(c“m¢)
(ond analogous cquivalence for us)

e Next Skp: S = XE?'qub

-R(s’q.) = Z -P(s's.).(c-E(-S’ﬁ " c-E(S’h)
s'ed

vedurrt {S: T (s r) ~ p}
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CSL model checking:  probabilistic Opereter '@NP( o, ur b, )

o the questien whether s |= 7 P( ¢, uT ds) is decidable

[Aziz et at' 9
o here: numerical computation of

(s, &, uXds) up to some dolerance € [Baier et af '00]

Case 4: I = Lo, t1]

. modi{)y M as follows
- make all &, - stoks absorbing
- make all staks s with s B¢ I O UG, absorbing
. compute ®"( s, o‘*@e) in the modlificcd CTMC M
' n
- (s , 8t ) 'a)r a ‘ransicnt analysis

‘si
o n W (e . uniformizahon )
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Example : ?Np(bluc uS3 red )

M: — .s | s ®°
.;,‘70 Hansformation >/ l

O ~@ @

'H-H(s., blue u"*"'nal)

(s O wd)

Hiansient - stake waabiliy



HE D

CSL modil chccking: computakton of (s, ¢, uT &, )

Case A: I

= [o,¢+]

case®: T = [t 4] whee 0<t < ¥

_B'H(S : ¢4 uE‘t,E] ¢e )

= Hansicn! - siake plola.
7M(s, s' &) inthe cTMC
thaot rtsulls fiom ™ by

making all states u with u b b,
GBSOIbin%
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CSL model checking: computation of ‘R“(s. ¢, ut ¢e)

case 4: T = [o0¢]
case: T =L+, 8] whee 0<E <Y

case3: T =Lt t] where ¢>0
(s, ¢, U=td) =2 (s, sit)
Slh¢1h¢e

where M' vesufts fom M '07 making all stales n
with u # ¢4 ab&otbina

case ¥: I = L& oo whee >0

s' = v 3
‘ Gas for PCTL




Summarr . CSL mod el chcc&ing

« propositional logic : as in CTL

¢ sl-cad7 Stale Opct&loi:
graph analrsis + Jlinear equakon s;skms

¢ +me-bounded nex) skp: madnx- veelor mulhplication

e dimc- bounded un¥e:

model honsfomation + dansient analysis Cuniformization)
e worst- case cnmp\cxily:

3
U( Dl ( IRl unif.rate -« ¢, + ISI ) )

Tools : e, q TRISM (EB'mingl—uam)
ETNMCC (Erﬁan%en )




Markov reward models

e CTMC with a rward shuchue that assigns o each
stake s wward r(s) 20

e when staying t dme units in Stake s
then wward rv(s):- i is earned

CSRL [Baia, Haveikort Hermanns, Katoen '00 ]
+ extencls CSL \o7 path formulac with conshaints on

dhe accumuladed rwward

P, u}: ¢rl where T dime-interval = J eward inteval

and other operators for wasoning average ewards



)

:Dua“*)w of +mec and wwards:

gven: CTMC M = (S R, AP L, r) wih reward shuchre

dual CTMC: M 1=(S R' AP L, ') wher

Ris u) 4
RI o g s ' =
(s,u) S ri¢s) oy
P A e
o ~r ‘0. ‘e ,
reward @ % rewardl 13 W, “'fe Shy rewaid 3

[ 1

average Sojourn Hime: A average Sojoutn +Hme:
average rewarad earned ><cwcra3c rewarol camed
when visitng s @ 241=2 when visiting s @ 2% = 4



CDuaIi})r of fme and Ywwards:

* given: CTHC M = (S, R, AP, L,r ) with rtward shucture

dual CTMC: W1 = (S.,'R'lr AP L. ') whew

R(s u) A
R'(s, u) = — R r'(s) = (o

* given: CSRL formula ¢
dual CSRL fomula @4 : obtained b)t swappmg

+me and wward conshaints i.e. U w"

y! T
.s|=.¢ in M if s|=_.q;:'in_\4"' I

. yiclds a dechnique for model checking formulac ?ﬁ_‘_( ¢, u} ¢e)
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CSRL model c!'lccking

e main proadur as for CSL

o Heatment of formulac -P"--up( ¢, ua ®,):
CsL model cl\cck:na of the dual CTMC

e deatment of formulae 'H'N’( . U§ ¢é) :
.. difhculs ...
various methods : [ Cloth ‘05
- appioximakon with Erlang disknbukons
- disachzahon

- uniformi zahon
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Conclusion :

« modiel checking of Maikov chains and MDPs relies on
combinakons of
~ graph algonthms
- aulmata based appioaches for Linear ¥ime properbies
- Qincar equation syslems, Lincar programs

- numencal a!goﬁ*hms for Nansient analysis

+ vorious dools ar available, c.q.
PRISH, ETMcC, LIAQUOR, APNN Toolbox, VESTA, ...

. achve rscarch $eld
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Recent developments.

probabilishic imed automadta

Contimaous -hme Harteov clecision procsses
MDPs with reward and discounting
stochaskc gomes

abshackon dechnigques for stochaskc modiels
conhnuous - space stachashc models

infcgrakion into the sofiware design cycle
(e. 4 stochashe exdensions of UML nelahons)

model chukinﬁ infimlke Stochashc models
(c.q. push down outomata, Lossy channel systems)



